

    
      
          
            
  
Welcome to Read the Docs

This is an autogenerated index file.

Please create an index.rst or README.rst file with your own content
under the root (or /docs) directory in your repository.

If you want to use another markup, choose a different builder in your settings.
Check out our Getting Started Guide [https://docs.readthedocs.io/en/latest/getting_started.html] to become more
familiar with Read the Docs.
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Penetration Testing Guide

OWASP-based Web Application Security Testing Guide.


Summary


	Navigate website thoroughly as highest privileged user.




Note: this is assuming you were given credentials by the client.


	Run an automated scan.


	Check SSL/TSL certificates.


	Check session entropy.


	Check software version numbers.


	Check privilege escalation:


	horizontal


	vertical






	Check password policies:


	password length/complexity


	password reset











License
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This work is licensed under a Creative Commons Attribution 4.0 International License [https://creativecommons.org/licenses/by/4.0].




See Also


	Penetration Testing Checklist [https://github.com/oxr463/pentesting-checklist]


	Penetration Testing Virtual Machine [https://github.com/oxr463/pentesting-vm]










          

      

      

    

  

    
      
          
            
  

name: Tool Proposal
about: Suggest a new tool
title: ‘Tool: {{tool_name}}’
labels: ‘’
assignees: ‘’



URL: {{url}}
Source: {{repository}}
License: {{spdx_id}}



          

      

      

    

  

    
      
          
            
  


author: Lucas Ramage
date: 2020-03-11




Authentication Testing


Credentials Transported over Unencrypted Channel




Default Credentials




Weak Lock-out Mechanism




Authentication Schema Bypass




Remember Password Functionality




Browser Cache Weakness




Weak Password Policy




Weak Security Question/Answer




Weak Password Change/Reset Functionality




Weaker Authentication in Alternative Channel
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Authorization Testing


Directory Traversal




File Include




Authorization Schema Bypass




Privilege Escalation




Insecure Direct-Object Reference
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Business Logic Testing


Data Validation




Ability to Forge Requests




Integrity Checks




Process Timing




Number of Times a Function Can be Used Limits




Circumvention of Work Flows




Defenses Against Application Mis-use




Upload of Unexpected File Types




Upload of Malicious Files
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Client Side Testing


DOM-based Cross-Site Scripting




JavaScript Execution




HTML Injection




Client-Side URL Redirect




CSS Injection




Client-Side Resource Manipulation




Cross-Origin Resource Sharing




Cross-Site Flashing




Clickjacking




WebSockets




Web Messaging




Local Storage
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Configuration and Deploy Management Testing


Network/Infrastructure Configuration




Application Platform Configuration




File Extensions Handling for Sensitive Information




Backup and Unreferenced Files for Sensitive Information




Enumerate Infrastructure and Application Admin Interfaces




HTTP Methods




HTTP Strict-Transport-Security




RIA Cross-Domain Policy
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Cryptography


Weak SSL/TSL Ciphers

sslyze




Insufficient Transport Layer Protection




Padding Oracle




Sensitive Information Sent via Unencrypted Channels
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Data Validation Testing


Reflected Cross-Site Scripting




Stored Cross-Site Scripting




HTTP Verb Tampering




HTTP Parameter Pollution




SQL Injection


Oracle




MySQL




Microsoft SQL




PostgreSQL




Microsoft Access




NoSQL






LDAP Injection




ORM Injection




XML Injection




SSI Injection




XPath Injection




IMAP/SMTP Injection




Code Injection




Local File Inclusion




Remote File Inclusion




Command Injection




Overflow


Buffer




Heap




Stack




Format String






Incubated Vulnerabilities




HTTP Splitting/Smuggling







          

      

      

    

  

    
      
          
            
  


author: Lucas Ramage
date: 2020-03-23




Embedded Devices


Bluetooth Low Energy (BLE)
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Error Handling


Error Codes




Stack Traces
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Identity Management Testing


Role Definitions




User Registration Process




Account Provisioning Process




Account Enumeration, Guessable User Account




Weak or Unenforced Username Policy




Permissions of Guest/Training Accounts




Account Suspension/Resumption Process







          

      

      

    

  

    
      
          
            
  
Penetration Testing Guide

OWASP-based Web Application Security Testing Guide.


Summary


	Navigate website thoroughly as highest privileged user.




Note: this is assuming you were given credentials by the client.


	Run an automated scan.


	Check SSL/TSL certificates.


	Check session entropy.


	Check software version numbers.


	Check privilege escalation:


	horizontal


	vertical






	Check password policies:


	password length/complexity


	password reset
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See Also


	Penetration Testing Checklist [https://github.com/oxr463/pentesting-checklist]


	Penetration Testing Virtual Machine [https://github.com/oxr463/pentesting-vm]
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Information Gathering


Conduct Search Engine Discovery and Reconnaissance for Information Leakage

theharvester




Fingerprint Web Server

Check the Server header in the response.




Review Webserver Metafiles for Information Leakage




Enumerate Applications on Webserver




Review Webpage Comments and Metadata for Information Leakage




Identify application entry points




Map execution paths through application




Fingerprint Web Application Framework




Fingerprint Web Application




Map Application Architecture
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Linux Kernel


Mandatory Access Control (MAC)


AppArmor




Security-Enhanced Linux (SELinux)






Sandbox


Seccomp
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Mobile Applications

mobsf
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Session Management Testing


Session Management Schema Bypass




Cookies Attributes




Session Fixation




Exposed Session Variables




Cross-Site Request Forgery




Logout Functionality




Session Timeout




Session Puzzling
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Getting Started


Tools


	Firefox Browser Developer Edition


	FoxyProxy


	mitmproxy


	MobSF


	nikto


	Nmap


	sqlmap


	sslyze


	theHarvester


	Wappalyzer


	ZAP










          

      

      

    

  

    
      
          
            
  


URL: https://www.mozilla.org/en-US/firefox/developer
Source: https://hg.mozilla.org/mozilla-central
License: MPL-2.0




Firefox Browser Developer Edition

[image: ../../../_images/firefox.png]Screenshot


Extensions


	FoxyProxy


	Wappalyzer










          

      

      

    

  

    
      
          
            
  


URL: https://getfoxyproxy.org
Source: https://github.com/foxyproxy/firefox-extension
License: GPL-2.0-only




FoxyProxy

[image: ../../../_images/foxyproxy.png]Screenshot


Configuration

Note: To hide FoxyProxy, right-click the icon and select “Pin to Overflow Menu” from the list; after installing in Firefox.


Add Proxy


OWASP ZAP

title: zaproxy
color: #005fa7
proxy:
  type: HTTP
  address: 127.0.0.1
port: 8080








mitmproxy

title: mitmproxy
color: #c93312
proxy:
  type: HTTP
  address: 127.0.0.1
port: 8080










Import Settings from FoxyProxy 6.0+

Configuration File: foxyproxy.json








Reference


	How to Use Your Proxy Service with Firefox and the FoxyProxy Extension [https://help.getfoxyproxy.org/index.php/knowledge-base/how-to-use-your-proxy-service-with-firefox-and-foxyproxy-extension]








          

      

      

    

  

    
      
          
            
  


Source: https://github.com/OJ/gobuster
License: APACHE-2.0




Gobuster

gobuster -evo gobuster.log









          

      

      

    

  

    
      
          
            
  


URL: https://mitmproxy.org
Source: https://github.com/mitmproxy/mitmproxy
License: MIT




mitmproxy


mitmweb

mitmweb 
Web server listening at http://127.0.0.1:8081/
Proxy server listening at http://*:8080





Running this command will automatically open the browser.

[image: ../../../_images/browser.png]Browser

Next enable mitmproxy to capture traffic via FoxyProxy.

[image: ../../../_images/foxyproxy1.png]FoxyProxy Switcher

Then visit example.com [https://example.com] in the browser to verify.

[image: ../../../_images/request.png]Request






Reference


	Certificates - Quick Setup [https://docs.mitmproxy.org/stable/concepts-certificates/#quick-setup]








          

      

      

    

  

    
      
          
            
  


URL: https://mobsf.github.io/docs
Source: https://github.com/MobSF/Mobile-Security-Framework-MobSF
License: GPL-3.0-only




Mobile Security Framework (MobSF)





          

      

      

    

  

    
      
          
            
  


URL: https://cirt.net/nikto2
Source: https://github.com/sullo/nikto
License: GPL-2.0-only




nikto

nikto -o nikto.log -Format txt -h {{domain_name}}









          

      

      

    

  

    
      
          
            
  


URL: https://nmap.org
Source: https://github.com/nmap/nmap
License: GPL-2.0-only




Nmap

nmap -v {{domain_name}}









          

      

      

    

  

    
      
          
            
  


URL: https://sqlmap.org
Source: https://github.com/sqlmapproject/sqlmap
License: GPL-2.0-or-later




sqlmap

sqlmap -r request.txt -v 3 --risk=3 --level=5 --dbs --threads 5 





Contents of request.txt file are as follows:

POST /{{endpoint}} HTTP/1.1
Host: {{domain_name}}
Content-Length: {{content_length}}
Cache-Control: {{cache_control}}
Accept: {{accept_type}}
Origin: {{origin}}
User-Agent: {{user_agent}}
Content-Type: {{content_type}}
Referer: {{referer}}
Accept-Encoding: {{accept_encoding}}
Accept-Language: {{accept_lang}}
Cookie: {{cookie}}









          

      

      

    

  

    
      
          
            
  


Source: https://github.com/nabla-c0d3/sslyze
License: AGPL-3.0




sslyze

sslyze --regular {{domain_name}}









          

      

      

    

  

    
      
          
            
  


Source: https://github.com/laramies/theHarvester
License: GPL-2.0-only




theHarvester

theHarvester -d {{domain_name}}









          

      

      

    

  

    
      
          
            
  


URL: https://www.wappalyzer.com
Source: https://github.com/AliasIO/Wappalyzer
License: GPL-3.0-only




Wappalyzer

[image: ../../../_images/wappalyzer.png]Screenshot


Configuration


Options

Deselect the following options:


	Use technology icon instead of Wappalyzer logo.


	Anonymously send identified technologies to https://wappalyzer.com.












          

      

      

    

  

    
      
          
            
  


URL: https://www.zaproxy.org
Source: https://github.com/zaproxy/zaproxy
License: Apache-2.0




OWASP ZAP


Add-ons


	Technology Detection Using Wappalyzer [https://www.zaproxy.org/docs/desktop/addons/technology-detection]


	Token Generation and Analysis [https://www.zaproxy.org/docs/desktop/addons/token-generator]







Automated Scan

curl "http://localhost:8080/JSON/ascan/action/scan/?apikey=${ZAP_API_KEY}&url=${TARGET_URL}&recurse=true&inScopeOnly=&scanPolicyName=&method=&postData=&contextId="
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